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Message Text 

UNCLASSIFIED 

PAGE 01 STATE 140550 
ORIGIN SY-05 

INFO OCT-01 EUR- 1 2 ISO-OO /018R 

66011 

DRAFTED BY : A/S Y/OPS/FO : ADHANREHAN 
APPROVED BY: A/SY/OPS/FO: HANREHAN 

065982 040318Z/73 

R 022259Z JUN 78 
FM SECSTATE WASHDC 
TO AMCONSUL FRANKFURT 

UNCLAS STATE 140550 

FOR RSO 

FOLLOWING REPEAT BONN 09693 ACTION SECSTATE INFO STUTTGART 
DATED MAY 26, 1978. 

QUOTE: UNCLAS BONN 09693 

DEPT FOR A/SY/FO; A/FBO; EUR/EX 

E.O. 11652: N/A 
TAGS: ASEC.ABLD 

SUB J : REQUEST FOR COUNTER-TERRORIST AND OTHER SECURITY 
FUNDS FOR AMCONSUL STUTTGART 

REF: (A) BONN 7780; (B) STATE 109267; (C) BONN 9288 

1. BACKGROUND: REFTEL A REQUESTED $2,780 IN FBO 
FUNDS TO BUY AND INSTALL STEEL PLATE, ETC., FOR 
SAFEHAVEN AT CG RESIDENCE ($2,195); AND TO INSTALL 
THREE SIMPLEX LOCKS ON STAIRWELL DOORS IN OB ($585). 

REFTEL B RECOMMENDED SEABEE DO INSTALLATION WORK 
DESCRIBED IN REFTAL A. SEABEE INSTALLATION IS NOT RPT 
NOT FEASIBLE BECAUSE: (A) CG RESIDENCE WORK SHOULD 
UNCLASSIFIED 
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BE DONE BY LOCAL CONTRACTOR SINCE IT IS NOT A 
CLASSIFIED OR RESTRICTED AREA; (B) THE WORK ON THE OB 
STAIRWELL DOORS IS BEST DONE BY LOCAL CRAFTSMEN 
BECAUSE OF FINISHING REQUIRED; (C) BONN SEABEE WILL BE 
TDY MOSCOW ALL OF JUNE. EMBASSY AND CONSUL GENERAL 
RECOMMEND DEPARTMENT APPROVE $2,780 REQUESTED REFTEL A. 
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2. RECOMMENDATIONS RESULTING FROM RECENT SECURITY 
SURVEY: RSO BONN SURVEY REPORT (BONN A-75, 3/22/78) 

RECOMMENDED, INTER ALIA, THE FOLLOWING: 

A. ADDITIONAL EXTERIOR LIGHT $4,800 

B. STEEL PLATE ON COMCENTER WINDOWS 

(LABOR TO BE SUPPLIED BY SEABEE) 2,500 

C. MODIFY ALREADY HARDENED MSG LOBBY 

BOOTH (WITH AN ADDITIONAL DOOR AND A 
GUNPORT,- 1,800 

D. OBTAIN CUMMINGS MODEL 48 SHREDDER FOR 

EMERGENCY DESTRUCTION USE 3,000 

E. OBTAIN TWO MOSLER CLASS 5 MAP AND 

PLAN CABINETS WITH BUILT-IN SECURITY 
LOCKER FOR USE BY THE NCOIC AND 
CASHIER, FOR WEAPONS AND FUNDS 
RESPECTIVELY 2,600 

TOTAL $14,700 

EMBASSY AND CG STUTTGART REQUEST FUNDING APPROVAL FOR 
THE ABOVE SECURITY NEEDS. 

3. ADDITIONAL REQUIREMENTS: STUTTGART'S SECURITY 
SURVEY RESPONSE (A-80, 5/3/78) RECOMMENDED ADDITIONAL 
ITEMS (SUBSEQUENTLY ENDORSED BY RSO BONN IN REFTEL C, 

AS FOLLOWS: 
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A. SELECTONE ALARM/PA SYSTEM (STATESIDE 

MATERIAL ONLY, INSTALLATION COSTS WILL 
BE REQUESTED SEPARATELY) $L,500 

B. EXTERNAL CCTV MOTOR FOR BETTER 

PANNING CAPABILITY 350 

TOTAL $1,850 

(NOTE: REFTEL C REQUESTED AN ADDITIONAL $600 FOR LOCK 
INSTALLATIONS WHICH IS A DUPLICATION OF THE $585 
LOCK ITEM IN REFTEL A). 

4. NEW EMERGENCY GENERATOR: PRESENT EQUIPMENT OVER- 
AGED, CAPACITY OF 12 KVA DOES NOT EVEN COVER BASIC 
REQUIREMENTS. PROPOSED TO INSTALL 60 KVA CATERPILLAR 
DIESEL GENERATOR. EMBASSY IS INVESTIGATING COSTS AND 
WILL SUBMIT THIS PROJECT AS SEPARATE ITEM. 

5. RECAP: EMBASSY BONN AND CG STUTTGART REQUEST 
FUNDING APPROVAL FOR THE FOLLOWING: 

A. PER REFTEL A $2,450 

B. PER SECURITY SURVEY (SEE PARA 2 
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ABOVE) 14,700 

C. PER REFTEL C (MINUS DUPLICATED 
ITEM) 1,850 

TOTAL $19,000 

6. PLEASE ADVISE. THANK YOU. 

STOESSEL UNQUOTE CHRISTOPHER 


UNCLASSIFIED 


NNN 
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